
Best Practices and Gotchas When Running 
HIPAA-Compliant Websites on WordPress

LuxSci, a leading healthcare security 
specialist, helps organizations navigate 
the complex intersections between 
WordPress and HIPAA regulations.

WordPress powers more than a third of the 
web, so it’s often the first place businesses 
turn when they need a new website. But those 
in the healthcare space need to be wary, 
because running it securely is more complex 
than it seems. The CMS is also a prime target 
for hackers, with Wordfence reporting 11,500 
attacks against WordPress sites every single 
minute.

When you add in the confusion of HIPAA 
compliance and the harsh penalties for getting 
it wrong, it’s a recipe for trouble. Despite these 
concerns, it is possible for your organization 
to have all of the advantages that come from 
WordPress’s easy customization, without any 
major HIPAA-violation fears. All it takes is the 
right planning, consideration and a careful 
approach.

The following best practices and gotchas 
are some of the key points that healthcare 
organizations need to consider if they want 
their WordPress sites to be secure and HIPAA-
compliant.

There are 11,500 attacks against 
WordPress sites every single minute.

Running an Old Version of 
WordPress – Update it ASAP

Some people find updates annoying and 
are resistant to running the latest versions of 
software. But updates aren’t just about adding 
new features – they also contain fixes to the 
most recent security flaws. If your organization 
doesn’t install the most recent WordPress 
updates as soon as possible, its site could be 
vulnerable to the latest attacks.

Unfortunately, many WordPress administrators 
either don’t know how important these updates 
are, or they simply don’t care. According to 
Sucuri’s Hacked Website Trend report, almost 
37% of hacked WordPress sites were running an 
outdated version.



The good news is that organizations can easily 
make this risk a thing of the past. All they have to 
do is enable automatic background updates and 
the latest versions will install by themselves.

37% of hacked WordPress sites are 
running outdated versions of the software.

The Minefield of Plugins and 
Themes – Only Use Trustworthy 
Options

The core of WordPress isn’t the only aspect that 
administrators have to worry about. According to 
the WPScan Database, plugins are responsible 
for almost a quarter of vulnerabilities, while 
themes make up a reasonable portion as well.

Plugins are an essential part of the WordPress 
experience, making it easy to add a range of 
extra features and functionality. The problem is 
that many of these come from untrusted sources 
– developers that aren’t putting your site’s 
security first.

This is especially troublesome for those in the 
health industry, because a single faulty plugin 
could lead to a devastating attack and its 
ensuing HIPAA ramifications. Organizations can 
minimize the risks by sticking to WordPress’ 
official plugins and themes.

Make sure that any plugins or themes that 
your site uses are being actively developed 
and maintained. It’s important to run the latest 
versions, so set the plugins to auto-update 
wherever possible.

Plugins are responsible for almost a 
quarter of vulnerabilities.

Establish a Secure Hosting 
Environment

Your website needs to be secured at every 
level. As a foundation, it’s best to keep it on 
a dedicated server from a HIPAA-compliant 
provider. This removes the technical issues that 
come from hosting it yourself, and the huge risk 
of a violations that comes from using a non-
compliant provider.

Make sure to find a service that’s committed to 
both security and staying within the regulations, 
as well as one that’s willing to sign a business 
associate agreement with your organization.



The Challenge of Making 
WordPress HIPAA-Compliant

WordPress isn’t specifically designed for HIPAA 
compliance, so your organization needs to be 
aware of the risks and come up with mitigation 
strategies to reduce them. It should create 
a thorough plan that considers security and 
compliance at every step of the way.  For 
example: backups, access control, audit trails, 
encryption of PHI, virus scanning, and disaster 
recovery planning, to name a few items that do 
not come “in the box.”

It needs to consider more than just the technical 
and physical measures of security – the 
administration and operational policies that tie it 
all together are just as crucial. HIPAA regulations 
require more than just box-checking. They 
demand a careful and holistic approach that 
actively works to secure ePHI.

WordPress isn’t specifically designed for 
HIPAA compliance.



Have Additional Questions? We’re Happy to Help! 
Call: +1 800-441-6612 

Email: sales@luxsci.com 

Web: luxsci.com 

Solutions to Ensure Your Private Information Stays 
Private: 

• Secure Email 
• Secure Websites 
• Secure Web & PDF Forms 
• Secure Text 
• Secure Chat 
• Secure Email Marketing 
• Secure Video

LuxSci is your trusted leader for secure email, data and communication solutions. 
LuxSci helps ensure that “what’s private stays private.” Find out why LuxSci is the 
go-to source by the nation’s most influential institutions in healthcare, finance and 
government for comprehensive, flexible, and easy-to-use secure solutions.


