Best Practices for Securing High Volume
Transactional and Marketing Email for
HIPAA Compliance
A guide on the top strategies
from healthcare security
specialists, LuxSci.
Organizations have two main types of email that
they need to send:
• Transactional emails – These emails
have a clear business purpose (such
as welcome emails, password resets,
receipts, appointment reminders, etc.),
although most savvy businesses also slip
in some marketing messages when they
can.
•

Marketing emails – These are
straightforward marketing, such as
emails with offers on the latest deals,
newsletters, and other advertising.

Both types are essential for the everyday
administration and business growth, but sending
these in high quantities can bring about a
number of technical challenges. Things become
even more complex for organizations in the
health sector, because they have to meet these
challenges while still remaining within the narrow
lanes of HIPAA regulations.
The following tips will help your organization
send large quantities of email in a secure and
compliant way.

Use Multiple Dedicated Servers
The best approach involves multiple dedicated
servers. Setting up your company’s email on
dedicated servers ensures that it’s the only
organization that’s using them. This provides a
host of performance benefits, like faster email
delivery times and flexibility. It can also enhance
security by giving you more control over the
protective measures.
Using multiple servers has a number of other
distinct advantages. If you send large quantities
of emails, deploying extra servers can get
around sending limits, increasing both speed
and volume. It also gives your company backup
options in case a server fails or gets blocked by
ISPs.

Understand What ePHI Is, and
When You May Be Sending It
If you want your organization’s marketing and
transactional emails to stay within the lines of
HIPAA, then you need a deep understanding
of what electronic protected health information
(ePHI) is. Knowing what does and does not
constitute ePHI is critical if you want to prevent
the inadvertent sending of patient data that can
lead to a costly violation.
ePHI is electronic data that is composed of two
parts:
• Protected health information – This
is any data that relates to a person’s
health, medical treatment or payment
data, whether in the past, present or
future.
•

Individual identifiers – These include
a long list of information that can be
used to identify someone. The list covers
basic identifiers such as name, date of
birth, contact details and social security
number. It also includes more left-field
identifiers like biometric data, as well as a
cover-all of “any other characteristic that
could uniquely identify the individual”.

This means that health information isn’t
necessarily considered ePHI by default (such as
if it has been anonymized as part of a scientific
study). Likewise, identifiers by themselves won’t
get your organization in trouble. It’s when these
two aspects are combined that your company
needs to tread carefully.
While it may seem obvious that you need to
protect your patients’ test results and not shout
their prescriptions out to the world, there are

other, more subtle ways that your organization
can be tripped up.
One of the best examples involves sending out
newsletters. If it’s a general health newsletter,
sent to a general audience of your clients, then
everything should be fine. But let’s say a clinic
sends out an email about anorexia to its anorexia
sufferers. While this may seem like the most
logical way to do it – giving the information to the
people who need it – it could also be considered
a HIPAA violation if the newsletter was not
sent securely. Because the email addresses
of the receivers count as identifiers, and the
organization has specifically grouped them as
anorexia sufferers, it is essentially revealing
information about the medical condition of the
individuals.

ePHI is protected health information
that’s individually identifiable.

Does Your Organization Need
Written Approval?
Under the HIPAA Privacy rule, individuals need
to give written permission before their PHI can
be used for marketing. This means that your
organization will need permission before it uses
a person’s health data for advertising or other
marketing purposes and before you market to
them. Companies need authorization through a
45 CFR 164.508 form before they can even do
something as simple as adding a patient to their
mailing list.

Signing a Business Associate
Agreement
If your organization shares any ePHI with another
entity, then it must sign a business associate
agreement (BAA) with it that stipulates how
the data will be handled. This means that most

organizations will need to sign a BAA with their
web hosting and email providers, as well as
other third parties that process their patient data.

If your organization shares any ePHI with
another entity, then it must sign a business
associate agreement (BAA) with it.

Keeping Your Email Secure and
HIPAA-Compliant
There are many challenges involved in sending
large volumes of transactional and marketing
emails, especially when organizations have
to remain HIPAA-compliant at the same time.
The process is much easier if companies take
the time to plan their approach ahead of time,
making sure that every aspect takes the HIPAA
considerations into account.
By treading carefully from the start, organizations
can make the process much easier and also
reduce the risk of violating the regulations.
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Solutions to Ensure Your Private Information Stays
Private:
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Secure Email
Secure Websites
Secure Web & PDF Forms
Secure Text
Secure Chat
Secure Email Marketing
Secure Video

LuxSci is your trusted leader for secure email, data and communication solutions.
LuxSci helps ensure that “what’s private stays private.” Find out why LuxSci is the
go-to source by the nation’s most influential institutions in healthcare, finance and
government for comprehensive, flexible, and easy-to-use secure solutions.

