Best Practices for Setting Up
a High-Availability, Secure and
HIPAA-Compliant Website
The ultimate strategies for
setting up your website, from
LuxSci, HIPAA-compliant
hosting experts.
It can be difficult to set up a website that
conforms to the HIPAA guidelines. Building a
HIPAA-compliant website that performs well
is even more challenging, but with the right
guidance, it’s certainly achievable.
The first step is to gain an understanding of
how HIPAA affects websites. HIPAA-compliant
websites need to secure both the data they
store, as well as any information that they
transmit. This means that servers, forms, and
emails all have to be set up with HIPAA in mind.

The following are some of the core security
measures need to be implemented on all HIPAAcompliant websites:
• Access controls that prevent
unauthorized access.
• Encryption for data when it is transferred
and stored.
• Integrity protection that prevents data
tampering.
• Proper data deletion that prevents
recovery.
• Logs for all ePHI access.
• A backup strategy that makes data
available for recovery.
• Business associate agreements (BAA)
need to be in place with any third parties
that your organization shares its ePHI
with.

Can You Use a WordPress Site?
It’s possible, but WordPress isn’t designed with
HIPAA in mind, so this approach requires careful
planning. At the very least, your organization will
need to:
• Only use plugins and themes that are
secure, trustworthy and actively being
developed. Update these and WordPress
as soon as possible, ideally using autoupdate features to make it easy.
• Use security plugins that are designed for
HIPAA compliance, as well as others that
offer security mechanisms like two-factor
authentication.
• Encrypt and backup databases, as well
as implement an audit system.
• Make administrators vet users. They
shouldn’t be able to sign up directly.

Making Your Organization’s Email
HIPAA-Compliant
Your organization’s emails may contain ePHI. If
this is the case, then its email will also need to
comply with the regulations. The easiest way to
achieve this is by using a HIPAA-compliant email
host, linking the service with your website and
signing a BAA with the provider.
If your organization wants to set up its web
application to send emails, it will need to be
developed to comply with HIPAA, taking things
like access control, encryption, logging, and
archival into account.

HIPAA-Compliant Web Hosting
The servers that host your website need to have
physical, technical and administrative safeguards
in place. This applies whether you host them

in-house, or engage a HIPAA-compliant hosting
provider to do it for you. These measures
include:
• Antivirus
• Access controls and auditing
• Accountability
• Compliance policy
• Risk analyses and security reviews
• Dedicated servers
• Firewalls
• Off-site backups
• SSL certificates
• VPNs
• Disaster recovery / emergency access
plans
It’s generally easiest to outsource your
organization’s web hosting, because then
your provider can take care of things like
firewalls, physical access restrictions, logging,

and monitoring. You should be aware that
outsourcing doesn’t completely absolve your
organization of its responsibilities – you are still
responsible for the functionality and compliance
of the site itself and making business-appropriate
choices for disaster recovery, backups, and
more.
Engaging a trustworthy provider can help to
ensure a website’s availability. They generally
have multiple data centers where they can
store off-site backups, are well-versed in how
to respond when disasters strike their servers,
and can work with you to design an architecture
appropriate for your particular business needs.

HIPAA-Compliant Web Forms
It’s easy to overlook web forms and their HIPAA
implications, but if your website visitors can

potentially enter ePHI into your website’s forms,
then they need to be compliant. SSL certificates
for each page are a crucial part of making sure
that data is transferred to your website securely;
however, they are just the tip of the iceberg.
It’s also important to lock down forms and
prevent them from being accessed in an
insecure manner. This can be achieved by
setting your site to return a ‘Page Not Found’
error whenever anyone tries to connect to an
insecure version of the form. Your site could also
use server-side scripts to either redirect or return
an error for insecure connections. Alternatively,
you could configure your site so that all insecure
pages redirect to secure versions.
On top of secure access to the forms, your site
also needs to be set up to securely transfer the
form data to the web server, securely store any
ePHI that’s collected, keep detailed logs and
have backups.
Ultimately, the easiest way to manage all of these
aspects is to use a third-party form provider. A
HIPAA-compliant service is far less stressful and
generally cheaper than trying to manage the
intricacies within your organization.

Maintaining a HIPAA-Compliant
Website
HIPAA compliance is more about the process
rather than milestones, so your company
will need to consider the long term HIPAA
implications even once your website is set
up. It’s possible to have a secure website with
high availability that also meets the HIPAA
requirements, however it does take careful
planning and ongoing attention.

Have Additional Questions? We’re Happy to Help!
Call: +1 800-441-6612
Email: sales@luxsci.com
Web: luxsci.com
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Secure Email
Secure Websites
Secure Web & PDF Forms
Secure Text
Secure Chat
Secure Email Marketing
Secure Video

LuxSci is your trusted leader for secure email, data and communication solutions.
LuxSci helps ensure that “what’s private stays private.” Find out why LuxSci is the
go-to source by the nation’s most influential institutions in healthcare, finance and
government for comprehensive, flexible, and easy-to-use secure solutions.

